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AgileXRM Reference Architecture

1. Introduction

This document serves as a description of all elements in an AgileXRM deployment and how they interact
from the point of view of security.

1.1 Disclaimer of warranty

AgilePoint Inc. makes no representations or warranties, either express or implied, by or with respect
to anything in this document, and shall not be liable for any implied warranties of merchantability or
fitness for a particular purpose or for any indirect, special or consequential damages.

Copyright © 2012, AgilePoint Inc. All rights reserved.

GOVERNMENT RIGHTS LEGEND: Use, duplication or disclosure by the U.S. Government is subject to
restrictions set forth in the applicable AgilePoint Inc. license agreement and as provided in DFARS

227.7202-1(a) and 227.7202-3(a) (1995), DFARS 252.227-7013(c)(1)(ii) (Oct 1988), FAR 12.212(a)
(1995), FAR 52.227-19, or FAR 52.227-14, as applicable.

‘AgilePoint Inc.” and all its products are trademarks of AgilePoint Inc.. References to other companies
and their products use trademarks owned by the respective companies and are for reference
purposes only.
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1.2 AgileXRM components

These are the pieces involved in AgileXRM deployment
e AgileXRM Process Engine Database: SQL Server database.

o AgileXRM Process Engine Server (PES): 1IS application

o AgileLightForms Server (ALF Server): IIS Application with Silverlight and ASP.NET
o AgileXRM CRM plug-in: plug-in deployed to CRM.

o AgileMonitor Server: IIS Application With Silverlight and ASP.NET

e Process Manager: IS Application With Silverlight and ASP.NET

e SharePoint (Optional)

e Process Designer (Envision): Add-on to Visio

e Microsoft Dynamics CRM Server (XRM Server).

e AgileDialogs (only for CRM 2011) : lIS Application with Silverlight and ASP.NET

Each of these components can be set in the same machine or in different physical or virtual machines.

BTg AGILEXRM Page s of 51 f%-AGILEPOINT

the power of smart process



AgileXRM Reference Architecture DOCID: 12111-RFA-1.0

XRM Server

Process Engine Server

AgileConnector
AgilParts/Works
Stub

CRM
User Synch

. . Envision
Design Time Access

These are the scenarios where security configuration is involved:

Access from PES to AgileXRM Process Engine Database.

Access from PES to XRM Server when process activities are executed.

Access from PES to XRM Server to synchronize users.

Access from AgileMonitor to PES, PES Database and XRM Server to retrieve data.
Access from Process Manager PES and XRM Server to retrieve data.

Access from SharePoint to PES and XRM Server to show webparts.

Access from Envision to PES and XRM Server to retrieve and set process template configuration.
Access to PES from XRM Server to start processes and set activity information.
Access from ALF to PES to start processes and complete activities.

Access from ALF to XRM Server to read and write data.

Access from AgileDialogs Engine to PES.
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e Access from PES to AgileDialogs Engine.
o Access from AgileDialogs Engine to XRM Server.
e User Access.

1.3 Access from PES to AgileXRM Process Engine Database

PES stores runtime information in a database. This database contains information about running
processes, activity instances, assigned tasks, ....

The configuration of this access is set in AgilePoint Server Configuration. This tool can be opened in the
server where PES is installed.

AgilePoint Configuration

L
L Work Calendar

Database Type IMicrcsoFt SOL Server j [~ Encrypt Database Setting

Main Database | Archive Datahasel

—Authentication

User: Isa ¥ Integrated Security

Password : I

Check 'Integrated Security’to use windows authentication for database connection.

—DatabaseLocation
Database Server : IASOSRZ

Database Name : IAPDB

j ... | (Retrieve database names)

Connection Pool Size : |100

AgilePoint Server License Information

In “Database” tab authentication can be set to integrated security (in this case PES will access to
database using the credentials of the application pool where PES is running) or a specific user and
password can be set.

1.4 Access from PES to XRM Server when process activities are executed

PES interacts with XRM Server using web services.
Process Engine Server -> XRM Server

Process Engine Server XRM Server

Stub

CRM
User Synch

- AgileConnector
AgilParts/Works WWeb Servic > ;EL XRM Plugin

CRM provides mechanisms to impersonate users when a web service call is done to allow make this calls
on behalf of a specific user.

Wﬂm LEXRM rase 7ot "‘QAGILEP‘OINT
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This is achieved using a specific Active Directory group (PrivUsersGroup) that contains the users that are
allowed to impersonate other users.

In the case of Web Service calls from PES to XRM Server, there are two options to set which user to use
as the user allowed to impersonate. This can be set in CrmConnector configuration:

1=

—¥RM Integration Configuration

Default CRM URL hitp=//cm Test

r—Connection Credentials
£~ Use Application Pool Credentials (%)

' Use the following user (*):

Domain |demo

User Name Ipri\rilegeLlser

Password I

(")User must be member of "PrivUserGroup” for all organizations

oK Cancel

In Connection Credentials, the connector can be configured to use either Application Pool User
credentials (that is, when connecting to CRM web service calls will use this user windows credentials) or
a specific user (this user will be used to set Web Service call credentials, in this sample, privilegeUser will
be used to connect to CRM).
This user must belong to PrivUserGroup in order to allow CRM impersonation.
This user must be a CRM licensed user and must have a set of minimum permissions:

e Read permissions in system user entity at organization level.

e Read permissions in AgileProcessTemplate entity at organization level.
e Read permissions in customizations. In customizations tab in role permissions editor set read
permissions for Entity, Attribute and relationship.

Depending on process runtime security configuration this user may need more permission. If a process
template is configured to run as system, actions in CRM will be executed as this user, so this user must
have more permissions in this scenario (See Runtime Security Configuration).
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1.4.1 Runtime Security Configuration

There are 2 aspects of security that can be configured at process template level:
1. Which user will act in CRM from PES when process activities are executed. For instance, if an

activity in a process executes a query in CRM depending on security configuration this query
could retrieve different records based on CRM visibility.

Which roles have permission to do what in process instances. For instance which roles can

initiate a process, cancel a process,... By default users that belong to Administrator Role in PES
have all permissions.

Now we are going to focus on point 1.

There are several custom entities added by AgileXRM to an organization in CRM to manage security:
e AgilePointProcessTemplate (ascentn_agilepointprocesstemplate).

e AgilePointTemplatePermission (ascent_agilepointtemplatepermission).

The first stores information about the process templates that has been deployed to AgileXRM and the
second has permissions for these templates (these are related to point 2).
CRM administrator can add these entities to Settings or other section to allow administration from CRM.

Records of these entities can be managed from Envision in run time permission management Process
Security button in AgileXRM Ribbon):

Wd9-0|
Home Insert Design Data Process Review View Developer AgilePoint

@Lag\c[nspedur
~Aa 524 show Process Context
AgileXRM —_ »
Settings | Process Security

AgileXRM
Shapes | process Security vl oo Bobono b 88t b B Lo o
More Sh @ AgileXRM
Generic Press F1 for add-in help.
Premier Extension E
Miscellaneous = il
v Motificar e Yes

Process areas | 3 solicitante Solicitud Correcta

When a new process is created, if the user has permissions to create AgilePointProcessTemplate, a new
record can be created using this interface:

[Process Permissions M }

AgilePoint Process

Add To CRM

Clase

BTg AGILEXRM Page 9 of 51 f%-AGILEPOINT
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Using Add to CRM button a new record is created in CRM:

[ Add Process to CRM |

Process Name

Runtime P

— — =

Process Sample

]

When Create is clicked a new AgilePointProcessTemplate record is created.

Owiner I
System
Process Initiator

Creaste | | Camcel |

This is the form for AgilePointProcessTemplate in CRM:

This is the same

form in CRM 2011:

/2 hitp:/ [as08r2:5555/ 7etc=10003&extrags=%3f_gridTyped3d10003%26ctcto3d10003%26id%3d%257bEFF70889-5 - Windows

=10i x|

44 Microsoft Dynamics CRM Mike Kelleher @
AgilePointProcessTemplate | Add  Customize AgileXRM o
B
2 Save & New Sharing « z
W RS Q‘ @ =
34 Deactivate (% CopyaLink =
Save |Save & Connect Assign _ Run  Start  Run
Close | X Delete s I E-mailatink  Workflow Dialog Report~
Save Collaborate Process Data
Information x’ AgilePaintProcessTemplate AgilePointProcessTemplates v | 4t | &
|: General HelpDesk Ticket Management
Notes
~ General
Related —_
Name™* [HelpDesk Ticket Management} Owmer* & ke keiener e
4 Common
N — RunTime Permissions | Owner -]
A Audit History K e H
Ff agilePoint Template Pe. Notes System
Process Initiator
4 Processes
G Workflows
Dialog Sessions
Status Active
[ [[@ [/ Trusted sites | Protected Mode: OFF [Ya ~ [Rw0% -

0 el EsevesndCiee I (| isendtmel | @ | [ Folowin iy Achons < -
& ok
3 Information
Details: %] | ceeal | Motes |
b Infammation (@]
| acthaties Hame K arianngomen] | owoes [§ 2noronager 1=
ey astery RusiTene Permizsons s =
Workflows
b APt TenplatePe., System
|Process Initintor
|
|
-
Done 6L Local intranet | Protected Mode: OF 44~ Wamw -
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o The field Name is the name of the process template, this is set in Envision and must be equal to
this value. When a process template is renamed in Envision, security configuration must be
updated.

o The field Run Time Permissions specifies how PES will interact with CRM. There are 3 options to
set permissions:

e Owner
e System
e Process Initiator

If the value is Owner when PES connects to CRM the user that is set of Owner of this record. In
this sample, Mike Kelleher is the owner of the record CaseManagement so, all calls from PES to
CRM while executing Case Management process instances, will be done impersonating Ana. If
there is a query activity to retrieve Accounts, this query will only return Accounts that Ana can
see in CRM. If the process executes an action that Ana cannot perform in CRM, for example
update a record that Ana does not have permissions to write to, the process will throw an
exception. CRM administrator can change the value of the owner in order to increase or
decrease process execution permissions.

Process Engine Server -> XRM Server with Process Initiator

Process Engine Server XRM Server

AgileConnector Privilege User —
1
AgiPansinorks Impersonates s— XRM Plugin| | S
Mike Kelleher —
o

§

Note 1: In order to start processes this owner user must have read/write permissions for
AgilePointProcess entity (ascent_agilepointprocess). When a process is started a record of this
entity is created to store the relation between the main entity (the Account, Opportunity, ...)
and the process instance in PES.
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If value is System, all interactions between PES and CRM will be done on behalf of the user that
is configured in CrmConnector, that means that in this case there is no impersonation using
CRM mechanism. In this case, this user should have more permission depending on what the
process is doing. If the process creates an account record, the user must have permission in
CRM. Note 1 applies in this case too, the user configured in CrmConnector must have read/write
permissions in AgilePointProcess.

Process Engine Server XRM Server

AgileCannector

T RM Connector Use XRM Plugin

When value is Process Initiator interactions from PES to CRM will impersonate to the user that
started the process. Note 1 applies to these users too.

Process Engine Server XRM Server

AgileConnector Privilege User
AailPartsiorks Impersonates XRM Plugin
Process Initiator

F§ AGILEXRM Page 120f51 Pt AGILEPOINT
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1.5 Access from PES to XRM Server to synchronize users

AgileXRM provides a specific connector to import users from CRM to PES users repository. This
connector uses web services to retrieve information from CRM.

Process Engine Server XRM Server

- AgileCannector

AgilParts/Work
R XRM Plugin

CRM \ N
User Synch | eb Services

This connector connects to XRM Server using Web Services with the credentials of the user configured in
CRM Connector in PES.
The connector is located in AgilePoint server bin directory in Ascentn.Crm.UserSynch.dll.

57§ AGILEXRM Page 130151 [t -AGILEPOINT
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1.6 Access from AgileMonitor to PES, PES Database and XRM Server to retrieve
data.

AgileMonitor is an ASP.Net application that uses a Silverlight based Ul.

This applications mixes information from PES and XRM server to create dynamic graphic reports using
the process drawing as canvas to show information.

In order to do that AgileMonitor server needs to access to XRM Server data through services (CRM
Service and Metadata Service), PES using Web Services and PES DB using .NET SQL Server Native Client.
AgileMonitor connects to CRM impersonating the user that has accessed to AgileMonitor, that’s why the
user will see only data related to records that CRM allow him to see. The credentials used to connect to
the web service are the credentials of the Application Pool that executes AgileMonitor. The user
configured in this AppPool must belong to PrivUserGroup.

This application pool user must have permissions to access to PES server ad PES DB too.

The connection string to access to PES DB is stored AgileMonitor web.config.

AgileMonitor
AgileXRM Components XRM Server
Process .
Engine DB Process Engine Server
XRM Plugin| |
] NS
i nnector Q
| ﬁgiIE%?SL\ATQ:Es § "
User Synch
A
Web Service
AgileMonitor
Server (Iﬁ
NET SNAC = Web Service —
° Impersonating current user
= CH
)]
Q "
Manager User
(IE, Firefox,...)

The user can monitor processes using a web explorer.
In order to monitor instances of a specific process the user must belong to a CRM role that has
permission.

‘TE#\\JILLXRM Page 14 of 51 &\J('A(JILIZPOINAI
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These permissions are stored in an entity called AgilePointTemplatePermission. This entity is related to
AgilePointProcessTemplate entity, there are many AgilePointTemplatePermissions for each
AgilePointProcessTemplate .

The permission needed to monitor a process is called MonitorProcessTemplate and can be either
assigned from Envision:

f [Add Permission
Process Name AgileScriptzCase
Permission MonitorProcessTemplate |Z|
Business Unit AP [-]

Or from AgilePointTemplatePermission form in CRM:

@Hﬂm-ﬂmﬁd 8 iy et -

1% 2 Information
Detais:

2| [ cemd | o |

Infurmalion (@]
C::W Parme * i onettanagemens Syatem Adminstrater] | Owmer | B sustem Admnstator 3 l*“J'

Permission * MontnPrecesTrmplate - Rol* |67 Sustem Admnstatee v

=
i Locstintranet | Protected Mode: Off G or RI0E -
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This is the same form in CRM 2011:

=1olx|

Mike Kelleher @
AgileXRM 4

AgilePoint Template Permission | Customize

l I I save & new @. % A sharing - @
L-—é 354 Deactivate (¥ copya Link
save saved Connect Assign

Close” X Dalete

Save Collaborate Process Data

Run  Stat  Run
‘FEmailatink Workilow Dialog Report~

Information AgilePoint Template Permission AgilePaint Template Permi... ~ | 4 | % |
L General HelpDesk Ticket Management_System Administrator
| Reated v, | T General
4 Common Name * Owner* £ Mike Kelleher e}
Connections
B Audit History Permission [Cancel Process =l rolig Gp system Administrator =]
4 Proc templatepermissions  J§ HelpDesk Ticket Management @
G Workflows
Dialog Sessions
Status Active

[ [ [/ Trusted sites | Protected Mode: Off Va - | ®w0% -

Page 16 of 51
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1.7 Access from Process Manager PES and XRM Server to retrieve data

Process Manager is an ASP.NET application with Silverlight Ul that accesses to PES and XRM Server to
retrieve information about a specific process instance.

Process Manager connects to XRM server through Web Services impersonating the user that has
accessed to the web application using PrivUserGroup mechanism. The Application Pool user configured
in IS must belong to PrivUserGroup.

The user that is viewing the process must have at least permission to view it (this permission is set using
AgilePointTemplatePermission) and permissions to read AgilePointProcess records.

XRM Server
Process Engine Server

AgileConnector XRM Plugin
AgilParts/Works
Stub

CRM
User Synch

Web Service
Impersonating current user

1.7.1 Process Manager Security Configuration

There are several actions that a user can perform in a process instance using Process Manager:

View

Cancel Process
Suspend/Resume Process
Migrate Process

Change Flow

Reassign Task

3§ AGILEXRM Page 17 of 1 f% -AGILEPOINT
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e C(Create Linked Workltem

Each action has a corresponding permission that is stored in AgilePointTemplatePermission entity. For
each process template (stored in AgilePointProcessTemplate entity) there are multiple permissions.
These permissions can be created from Envision or from CRM forms.

In Envision this is the window to set permissions:

| Process Permissions Manag }
AgilePoint Process AgileScriptsCase |Z|

Mame Type Fole Business Unit

» AgileScriptsCase_Sales ... Initiate Process Sales Manager AP
AgileScriptsCase_Sales ... SuspendResumeProces...  Sales Manager AP
AgileScriptsCase_Sales .. Cancel Process Sales Manager AP
AgileScriptsCase_Sales ... RollbackProcessinstance  Sales Manager AP
AgileScriptsCase_Sales ...  ReassignWorklem Sales Manager AP
AgileScriptsCase_Sales ... Cancel Task Sales Manager AP
AgileScriptsCase_Sales ... CreateWorkltem Sales Manager AP
AgileScriptsCase_Sales ... View Process Sales Manager AP
AgileScriptsCase_Sales ... MonitorProcessTemplate  Sales Manager AP

The button + is used to add permissions, when this button is clicked this window is opened:

{ Add Permission |

Process Mame AgileScriptsCase
Permission View Process E
Business Unit AP [=]

This window allows giving a specific permission to a role in CRM.
Based on these permissions and the roles that the user belongs to, Process Manager allows the user
execute corresponding actions.

g AGILEXRM Page 18 of 51 J24-AGILEPOINT
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¥ CaseManagement Version: 1.21. Date Started: 7/29/2010 6:4
(o= [=2]ala]v[a]—1(

AgileXRM Case Management §

Case Initialization

In this sample the user can perform all actions in this process instance (cancel process, suspend, change
flow,...). All actions appear in the toolbox on top of Process Manager.
1.7.2 Access from Process Manager to PES

When Process Manager connects to PES uses the application name configured in the web application
configuration:

ST
5@ [@ v asoerz b stes » AgieXRM b MRMProcesshiewer b | @

File View Help

&) Application Settings
5

S =Rkl
§5 StartPage ] ] Fys
€3 AS0ER2 (AGILEPOINT \Acnstratar) :Ls:h:‘w: feature to store name and value pairs that managed code applications can use at b
++.2 Application Pools Online Help
58] Sites Groupby: No Grouping -
=@ ;‘\%mexm P T
Q""% :Z::Zg::::v«eb {AgieLightF ormsserverlrl Fttpe a0ar 2:3953)
AgileMonitor AgiePointServerlrl http: //AS08R 2:3883 /agiepaintserver
AgilePointServer CrmServerlrl hitp: flocalhost: 5555/
AgieSaripts CRMVersion 2011
{1 aspnet_dient i XRMPr
+)-/F EnterpriseManager Process\iewerRefreshTimeouts... 30000
= Tools
71/ ¥RMAdmin
E--é XRMProcessViewer

@ aF
g Default Web Sitz
i€ Miosoft Dynamics CRM
€D sharePoint - 80
€D sharePoint Central Administration v4
-4 SharePoint Spanish - 8080
g SharePoint Web Services
B tests
-] aspnet_dient
% CodeHiglighttest | |
P testswct

B website [ =IFeatures view |, % Content View
3 ]

infiguration: ‘AgileXRM XRMProcessViewer' web.config

In this sample XRMProcessViewer. This application name must be configured in AgilePoint Configuration
as an extension:
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AgilePoint Configuration

Lo
UWnrk Calendar

Add

IXR.MProoess\"lewer

SPSIntegration
ApForms
AgileDialogs
UserSynch

Impersonator : (AgilePoint registered user name)

Edit |

Remove

I agilepaint'apservice

Assembly :

Canfigure |

Class Name :

AailePoint Server License Information

This extension must be configured to apply AgileXRM security. To apply this security click Edit :

AgileConnector

Name :

IXRMPrucess'l.ﬁewer

Impersonator: (AgilePoint registered username)

Iagilepoint\,apseruice

Assembly :

Class Name :

Page 20 of 51
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Click ellipsis button and select Ascentn.Crm.Security.dll:

@ ||.v#PvAgia°ohtSemervbhv vISearchbin

Organize ~  New folder = - 0 @

7 Favorites =1 | Da:l
M Cesktop %] Ascentn. SharePoint. AgileConnector .dll 4.
4 Downloads %] Ascentn. Iberia. AgileScriptsActivities.dll 7
%1 Recent Places %) Ascentn, Crm2011, Common,dil &f
i %) Ascentn.Crm2011. Activities. dl &/,
3 Libraries %] Ascentn.Crm, UserSynch.dll 3
@ Documents
J" Music £ .Ci curity.dl
[&] Pictures %] Ascentn, Crm, Connector.dll &f
2 videos %] Ascentn.Crm.Common.dll &
%] Ascentn.Crm. AgileExtenders.dll &)t
18 Computer — %] Ascentn. Crm. AgileDialogsConnector.dil &
ﬁ L= %] Ascentn, Crm, AgileDialogsActivities.dll &f -
P == | ;I_I
EICNEI R Ascentn. Crm. Security.dl| j I.Net Aszemnbly File(™.dll) j

Open I Cancel |

Click OK to save this configuration:

int Configuration

Vi
uv"nrk Calendar

CRMIntegration Name :

CrrmConnector
X IXR.MProoess\"lewer Add
Impersonator : (AgilePoint registered user name) -
o Edit I
AgileDialogs
UserSynch I agilepoint\apservice

Remove |

Aszembly :

Ascentn, Crm, Security

Configure

Class Name :

Ascentn, Crm, Security, XRMSecurityConnector

AgilePoint Server License Information

K¢ AGILEXRM Page 21 of 51 1% -AGILEPOINT
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1.8 Access from SharePoint to PES and XRM Server to show webparts

XRM Server

Process Engine Server

XRM Plugin

AgileConnector
AgilParts/Works
Stub

CRM
User Synch

eb Services

AgileXRM provides a set of SharePoint webparts that are intended to allow users (either CRM users or
External Users) to interact with processes.
These webparts are configurable to show the information needed in each moment.
There are 3 webparts:
e Process Initialization: This is intended to show a link to the processes that the user can initiate.

Permissions to initiate processes can be set in Envision at process level. This permission is
assigned to CRM Roles. If the current user belongs to a role with this permission then this user
can initiate the process. External Users can belong to one role because AgileXRM adds a relation
between Contact and role entities, so if the external user belongs to a role with this permission
the external user will be allowed to start the process.

F§ AGILEXRM Page 22 0131 Pt -AGILEPOINT
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f | Add Permission | b
Process Mame CazeManagement
Permission Initiate Process El
Business Unit AP El
Role Customer, E|
Create | | Cancel |

In this sample, all contacts that belong to Customer role will be allowed to start a Case
Management process.

e Process Instances: This webpart can show information about process instances, for example,
those initiated by the current user.

e Tasks: This is intended to show the tasks that the user must interact with. Actions that the user
can execute in this tasks depend on user privileges

Those WebParts get the parameters to connect to PES and XRM from a SharePoint List called AgilePoint
Configuration. This SharePoint list is created automatically when SharePoint Solutions that contain the
AgileXRM SharePoint Integration are deployed and activate to the SharePoint Site.

g AGILEXRM Page 23 of 51 J24-AGILEPOINT

the power of smart process



AgileXRM Reference Architecture

DOCID: 12111-RFA-1.0

| AgilePoint Configuration

List Tools

iﬁ

Site Actions -

Browse

Items List

AgileXRM » AgilePoint Configuration
Stores AgilePoint Configuration which can be changed by editing list items.

Home

Libraries
Site Pages

Shared Documents

Lists
Calendar

Tasks

Discussions

Team Discussion

;_*? Recycle Bin

[ anl site Content

[0}

AP Setting Key
ServerUr| & new
ImpersonatorDomain & new
ImpersonatorUser &5Hew
ImpersonatorPass Hew

Log EHEw

LogSwitch &2 Hew
HastingMechanisrm & wew
AdminBindingUsed & new
WaorkFlowBindingUsed 2w
AgileXRM £ e
AgileLightFormsServerUrl
£ HEW

CRMServerUr| i new
Domain & Hew
User #Enew
Password 2w

£ HEW

OrganizationMName

OpenTasksInNewWindow
£ HEW

AgileXRM & nen

ProcessManagerrl & new

Application
AgilePoint
AgilePoint
AgilePoint
AgilePoint
AgilePoint

AgilePoint

AgilePoint
AgilePoint
AgilePoint

CustomDataSources

AgileXRM

AgilexRM
AgilexXRM
AgileXRM
AgileXRM
AgilexRM
AgilePoint

AgilePointASPAzzociation
AgilexRM

AP Setting Value
http://AS08R2:8888/AgilePointServer
AGILEPOINT
APService
777877AD5482358A46CSCCE4585FCDSC5ASBODFEDOS

C:\SPIntegrationLog

All

IIS
BasicHttpBinding_IWCFAdminService
BasicHttpBinding_IWCFWorkflowService

Ascentn.Crm.SPCustomDataSource. AgileXrmDataSour
PublickeyToken=bbd31cb97141b523

http://AS08R2:9933

http://as0&r2:5555
AGILEPOINT
APService
SADC4B1AFFS4D7FIAFD3167ALBF13CEBAZESTTSV04ECE
AgileXRMOrg

False

http://AS08R2:8588/XRMProcessViewer

When SharePoint connects to XRM, it uses the values of CRMServerUrl, Domain, User, Password and
OrganizationName. Note that a SharePoint site collection can only connect to a one XRM Organization.
To connect to other XRM Organization, a new SharePoint site collection must be created. The new site
collection can reside in same SharePoint web application or in a new SharePoint web application. The
user that is configured to connect to XRM must be exists on XRM Organization that SharePoint is

connecting to.

When SharePoint connects to PES, it uses the values of ServerUrl, ImpersonatorDomain,
ImpersonatorUser, ImpersonatorPass. SharePoint also uses those credentials to impersonate the current
user on PES. This means that the ImpersonatorUser must be the impersonator for application

SPSIntegration on AgilePoint Server Configuration (this user has to be an AgilePoint registered user as

well):
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AgilePoint Configuration

w Extension u Work Calendar

CRMIntegration
XRMProcessViewer

orms ISPSIntegraﬁon Add
CrmConnectar Impersanataor : (AqgilePaint registered username) — |
AgileDialogs

| AGILEPCINT\APService

Remove

d

Assembly :

Ascentn.SharePoint. AgileConnector

J

Configure

Class Name :

Ascentn. SharePoint. AgileConnector, SPConnectorDaem
on

Agile Point Server License Information

AgileConnector

Mame :

ISPSIntegraﬁon

Impersonator : {AgilePoint registered user name)

IAGILEPDINT‘IAPSEWi::e
Assembly :
Ascentn.SharePoint, AgileConnector |

Class Name :
Ascentn.SharePoint. AgileConnector. SPConnectorDasmon j

Ok Cancel
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1.8.1 SharePoint External Connector

AgileXRM provides a module named External Connector. With this module we can provide access to
users that are not in the Active Directory of the organization, such as clients or suppliers, to participate
in company processes.

This module is basically an ASP .NET Membership Provider that gets the user credentials from Contact
entity from XRM. This Contact entity has custom fields to store user login (user name) and user
password to login to SharePoint.

The configuration for External Connector Module in SharePoint 2010 differs from SharePoint 2007 due
to new security model used in SharePoint 2010. This new security model is based on Windows Identity
Framework and the use of claims to authenticate users.

1.8.1.1 External Connector for SharePoint 2007

To enable SharePoint to use AgileXRM External Connector Membership Provider, manual
modifications of web.config of SharePoint Central Administration and SharePoint Web
Application that will be enabled to authenticate users by AgileXRM Membership Provider are
needed. The snippet below should be added inside system.web node:

<membership defaultProvider="AgileXrmMembershipProvider">
<providers>
<remove name="AgileXrmMembershipProvider" />
<add connectionStringName="AgileXrmProvider"
passwordAttemptWindow="10"
enablePasswordRetrieval="false"
enablePasswordReset="true"
requiresQuestionAndAnswer="true"
applicationName="/"
requiresUniqueEmail="false"
passwordFormat="Hashed"
description="This is AgileXRM Membership provider"
name="AgileXrmMembershipProvider"
type="Ascentn.Crm.SPMembershipProvider.AgileXrmMembershipProvider, Ascent
n.Crm.SPMembershipProvider, Version=1.0.0.0, Culture=neutral, PublicKeyToken=bbd31cb9
7141b523" />
</providers>
</membership>

Once web.config was modified, next step is to configure SharePoint Web Application to use the
new Membership Provider. This is done by SharePoint Central Administration. The screens
below show how to configure an existing Web Application that extends other one to have
Internet zone:
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Application Management - Windows Internet Explorer
@: - |g, http:fftsp1:34769)_admin/applications. aspx

.7 Favarites | =

"_',é Application Management | |

Central Administration

% Central Administration

Home — Operations | Application Managemenkt

Central Administration > Application Management
Application Management

Views Al Site Content This page contains links to pages that help you configure settings For applications and components that are installed on the server or server Farm,
Central
Administration SharePoint Web Application Management
= Cperations
o o Create o extend Web application

= Application

Managernent o Remove SharePoint from 115 Web site
= a Delete Web application
o] Recycle Bin X
- a Define managed paths
a yweb application outgoing e-mail settings
o e application general settings
@ Content databases
o Manage Web application features

o yweh application list

Application Security

a Security For Web Part pages

o Self-service site management

o |ser permissions For Wieb application

o Policy For Web apolication
I o futhentication providers I

uthentication Providers - Windows Internet Explorer

m i I& hkbp:/fkspl: 34 769) _admin/authenticationproviders, aspx j 4| X I
<7 Favorites | Ao

Eing 2

(& nuthentication Providers | | M Bl - ] o=+ Page v Safety + Took v @~
Central Administration

% Central Administration

Home  Operations | Application Management

Welcome AGILEPOINT administrataor + | (@) ;I

“Site Actions - |

Central Administration > Applicakion Management = Authentication Providers

Authentication Providers

Yiews All Sike Content

Central ) web Application: | httpe/ ftspl/ -
Administration

= Operations Zane Membership Provider Mame

= Application Diefault Windaws

IManagerent Windows

5] Recycle Bin
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ﬁ'Edit Authentication - Windows Internet Explorer

@\‘—-: L |g, http:,l’,l’tspl:34769,!’_admin,l’.\\uthentication.aspx?WebAppId=d4ae749b731b2—4F607b50cf1Db39ab1cd5d3j || X I Eing B
i\? Favarites | 55

& Edit Authentication | | B v B - ) - Page v Sefety v Tooks - @)~

Central Administration
33 P .
}@ Central Administration

Home  Operations | Application Management m

Central Administration = Application Management > Authentication Providers = Edit Authentication

Edit Authentication

whelcorne AGILEPOINT administrator = | @ 1=

Wiew Al Site Content

Central web Application -
Administration PP ‘Wweb application: htpz//tsp1/
= Jperations
= Application Zone Fone
Management These authentication settings are bound to the Following zone. Intermet

@] Recycle Bin

Authentication Type Authentication Type

Choose the bype of authentication you want to use For this zone, Learn abaut  windaws
configuring authentication,

& Farms
™ web single sign on

Anonymous Access

™ Enable anonymous access
‘ou can enable anonymous access For sites on this server or disallow

anonymous access for all sites, Enabling anonymous access allows site
administrators bo turn anonymous access on. Disabling anonymous access
blocks anonymous users in the web, config file for this zone,

Membership Provider Name Membership provider name:

Enter the name of the membership provider. IAgilexrmMemberShiDProwder‘i
The membership provider must be correcthy canfigured in the web. canfig file

Far the 115 Wb site that hosts SharePoink conkent on each Web server, Tt

must also be added ko the web.config file For 115 site that hosts Central

Administration,

Role Manager Name Role manager name:

Enter the name of the rale manager (optional). I

The role manager must be correctly configured in the web.config file For this
20ne.

Client Integration Enable Client Integration?

Disabling client integration will remove Features which launch dient
U S .

Ces g LI

P RO T
Done l_l_l_l_’_’_‘ﬁ'. Lacal intranet | Protected Made: OFf chov [ Hms -

Note: AgileXRM Membership Provider will get the configuration to connect to XRM and validate
the user from AgilePoint Configuration List. The AgilePoint Configuration List must be configured
properly before use AgileXRM Membership Provider for External Connector.

1.8.1.2 External Connector for SharePoint 2010

SharePoint 2010 introduces a new security model based on Windows Identity Framework that
relies on claims to authenticate users. In this new model there is a new component called
Security Token Service, which has also be aware of the AgileXRM Membership Provider, apart
from SharePoint Web Application. To locate Security Token Service’s web.config, open 1IS
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Manager Console and explore SecurityTokenServiceApplication under SharePoint Web Services

web site:

"-'E Internet Information Services (IIS) Manager

@G) [.? b ASD3RZ P Sites » SharePoint Web Services »  SecurityTokenServiceApplication  »

File View Help

s — : & /SecurityTokenServiceApplicatiol
@i I8 [P /Security PP
- Start Page .
E1-83 AS08R2 (AGILEPOINT \Administrator) Flss v flco - Gashow Al |G
-2} Application Pools ASP.NET
=& Sites - .
€0 AglexRMALF = > (
@ s & -
& AgilexrMweb ! z -
Default Web Site NET NET ‘NET Error MET
- Microsoft Dynamics CRM Authorizati... Compilation Fages Globalization
=169 SharePoint - 80 Y —
'@ SharePoint Central Administration w4 |%?] & %
a SharePo!nt Spanish - .SDSD Pages and Providers — Session State  SMTP E-mail
E--@ SharePoint Web Services Controls
-(SF 2537d863431543c6bfd645d5e 3538047
? 32519eedted242113284d47538a38e572
¥ 62c560ch4h34497594ffdad0f40%2922 s
-~ aspnet_dient —
3 b5b0835962 1944405 7e420d3235338cd 0; L;g) ::%
BiEd security TokenServiceArst==tac = : ’
? Topology ol e |SP Authentication Auﬂ;ﬂ'{;:hon CGI
. =i =
e B
g..
IF Address Logging MIME Types

Add this node to system.web node. If system.web node does not exist, add it just after

system.net node:

<membership defaultProvider="AgileXrmMembershipProvider">
<providers>
<remove name="AgileXrmMembershipProvider" />
<add connectionStringName="AgileXrmProvider"
passwordAttemptWindow="10"
enablePasswordRetrieval="false"
enablePasswordReset="true"
requiresQuestionAndAnswer="true"
applicationName="/"
requiresUniqueEmail="false"
passwordFormat="Hashed"
description="This is AgileXRM Membership provider"
name="AgileXrmMembershipProvider"
CRMServerUrl="http://crm:5555"
Domain="AGILEPOINT"
User="APService"
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Password="FA854E2762EDO2CFOBEOECCCBFC1C43E71627CB761COD960B2B863F50BDF6B320FA82C639D6
©39EQE7FOD8037AB53765"
OrganizationName="AgileXRMEval"
type="Ascentn.Crm.SPMembershipProvider.AgileXrmMembershipProvider,
Ascentn.Crm.SPMembershipProvider, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=bbd31cb97141b523" />
</providers>
</membership>

Note that this configuration has the CRMServerUrl, Domain, User, Password and OrganizationName
parameters to connecto to XRM, instead of getting those parameters from AgilePoint Configuration List,
because Security Token Service does not have access to SharePoint Web Application. As Password is
encrypted, you can get the ecrypted string from AgilePoint Configuration List on SharePoint site
collection.

Create new SharePoint Web Application to use AgileXRM Membership Provider to authenticate users:

From SharePoint Central Administration, choose create new Web Application and select Claims Based
Authentication:

Create New Web Application

Warning: this page is not encrypted for secure communication. User names, passwords, and any
other infarmation will be sent in clear text. Far more infarmation, contact vour administrator.

QK Cancel

Authentication 3
Claims Based Authentication

Select the authentication for " Classic Mode Authentication
thiz web application.

Learn about authentication.

I1S Web Site
T Use an existing IIS web =ite
Choose between using an - -
existing IIS web site or create a I Default Web Site =l
new one to serve the Microsoft
SharePoint Foundation & Create a new 115 web site
application, MName

If you select an existing IIS web ISharEPDi”t - 5214

On Claims Authentication Types section, leave Enable Windows Authentication checked to allow internal
users (Active Directory) access to the new SharePoint web application using Active Directory credentials.
Check the Enable Forms Based Authentication (FBA) and set AgileXrmMembershipProvider in ASP .NET
Membership provider name:
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Create New Web Application =

Claims Authentication Types

Chooze the type of
authentication you want to use
for thiz zone.

Megotiate (Kerberos) is the
recommended security
configuration to use with
Windows authentication, If this
option iz selected and Kerberos
is not configured, NTLM wil be
uszed, For Kerberos, the
application pool account needs
to be Metwark Service or an
account that has been
configured by the domain
administrator, MTLM
authentication will work with
any application pool account
and with the default domain

4 . . .
Enable Windows Authentication

W . . .
o Integrated Windows authentication

[ NTLM -

Basic authentication (credentials are sent in clear text)

W . .
[+ Enable Forms Based Authentication (FBA)

ASP.MNET Membership provider name

IAgiI&erMem bershipProvider

ASP.NET Role manager name

configuration,

Basic authentication method
paszses uszers' redentials over a
network in an unencrypted
form. If you select this option,
enszure that Secure Sockets
Layer (55L) is enabled.

Trusted Identity provider

There are no trusted identity providers defined.

ASP.MET membership and role
provider are used to enable
Forms Based Authentication
(FBA) for this Web application.
After you create an FBA Web
application, additional
configuration is required.

Trusted Identity Pravider
Authentication enables
federated users in this Web
application, This authentication
is Claims token based and the
user is redirected to a login form
for authentication.

Learn about configuring
authentication.

Once new SharePoint web application was created, modify its web.config to add AgileXRM Membership
Provider Information, just after <add name="i"... node located inside <providers> node, located inside
<membership> node:

<remove name="AgileXrmMembershipProvider" />
<add connectionStringName="AgileXrmProvider"
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passwordAttemptWindow="10"

enablePasswordRetrieval="false"

enablePasswordReset="true"

requiresQuestionAndAnswer="true"
applicationName="/"
requiresUniqueEmail="false"
passwordFormat="Hashed"
description="This is AgileXRM Membership provider"
name="AgileXrmMembershipProvider"
type="Ascentn.Crm.SPMembershipProvider.AgileXrmMembershipProvider,

Ascentn.Crm.SPMembershipProvider, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=bbd31cb97141b523" />

1.9 Access from Envision to PES and XRM Server to retrieve metadata and set
process template configuration

In order to configure an AgileXRM process template Envision needs to access XRM Server to get entities
metadata from CRM and some functionalities require to access CRM service to get some records
information (for instance to look up AgileLightForms records).

Envision

AgileXRM Components

Process Engine Server XRM Server

XRM Plugin

AgileConnector
AgilParts/Works

E User Synch

/e
D

I

Web Service

Metadata Service
CRM Service

Envision

In order to connect to CRM design time connection must be configured in Envision. When an AgileXRM
process is opened a window is open to set design time connection configuration:
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=
o

| XRM Connection |

Connection | Entity | StartUp

o4 XFM Server http://crm/

Organization name AgileXRM | Test

| Credentials|

Des=ign Time

Set Credentials

Logon as:

Domain

User

Paszword

The configuration of Design Time tab is used only at design time to get information from CRM. This
configuration does not affect runtime. The same process definition can be used in different
organizations.

Here the process designer can use integrated security to connect to CRM or, checking Set Credentials,
set another user’s credentials.

Users that are designing processes need to have access to Metadata, so, at least, they need read
permissions on customizations.

If the user is going to deploy processes to PES and enable them on AgileXRM, then he needs to have
permissions to deploy processes to PES and permissions to create AgilePointProcessTemplate records
and AgilePointTemplatePermissions records.

If the user does not have permissions to deploy processes this deployment can be done by an
Administrator.
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1.10 Access to PES from XRM Server to start processes and set activity
information

AgileXRM provides a plug-in to manage communication between XRM Server and PES.

AgileXRM Plugin

AgileXRM Components XRM Server

Process Engine Server

- XRM Plugin
< Web Services s
- ‘ AgileConnector

AgilParts/\Works

= Stub /a

/ad/

g -
’—:|UserSynch

This communication is done using Web Services.

This plugin is intended to be used to inform PES that an activity has been completed, reassigned, to start
processes using CRM workflows,...

The configuration for this communication is stored in a custom entity Ascentn Configuration.
This entity is edited using AgileXRM Deployment management console.
In CRM 4, for each enabled organization the administrator must configure these parameters:

e

-

i AgilePoint Integration Configuration E@

AgilePoint Integration Configuration

AgilePoint Server:

Domain:

User: apservice
Passward: TTTITTITY
Application: CRMIntegration

AgilelightForms Ud:  http:/Aocalhost: 3112
Process Viewer Ud: http:# Aocalhost: 3888/ Silvedight Task List/

0K || Cancel

In CRM 2011, the parameters are configured in the screen below:
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/- http:/ /as08r2:5555/?id="%7b1276573E-9652-4442-AD61-61856B7AB44A%7d - Solution: AgileXRM 2011 - M - Windows Internet Explorer = ID ﬂ
B dose 5 {5 Adtions ~ i@ Help ~

Solution: AgileXRM 2011
@ #* Information
L You cannot directly edit the components within a managed solution, If the managed properties for solution components are set to allow customization, you can edit them in the Customizations
area or from another unmanaged solution,

Solution: AgileXRM 2011

g? Information
% Configuration
Components Integration Settings | Entities | Activities | Power Users | Standard Users =
> (B Entities
|-H option Sets Server Url ‘ http://AS0S8R2:8888/AgilePointServer |
¥ Client Extensions
9] Web Resources Domain | AGILEPOINT |
£, Processes
+ Plug-in Assemblies User ‘APSemice |
j Sdk Message Processin...
2, Senice Endpaints | Password ‘ |
=¥ Dashboards 3

hitp://AS08R2:5888/XRMProcessViewer Set Admin Url |

ﬂ Reports Application Name ‘ CRMIntegration |
B3 Connection Roles

@ Article Templates

@ Contract Templates
Q E-mail Templates

(L} Mail Merge Templates
8? Security Roles

& Field Security Profiles l Save J l Test J

AgileLightForms Server ‘http:ffASOSRZ:BBBB |

Process Manager Url | nttp://AS08R2: 8888/XRMProcessViewer |

Status: Existing

Done l_l_l_l_’_’_hf Trusted sites | Protected Mode: Off

Chov [ Rw0% -

The user and password configured in this window are used by the plug-in to surrogate users in PES. To
allow this surrogation, an Extension with the name of Application in this window (in this sample
CRMlIntegration) must be created in AgilePoint Configuration, and the field of the impersonator for this
extension must be de user name configured in this window (in this sample demo\apservice):
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AgilePoint Configuration
1

e
|| Work Calendar

CRMIntegration Name :
CrmConnector

Add

XRMProcess\Viewer ICRMIntegraﬁon
SPSIntegration
ApForms Impersonator: (AgilePoint registered user name) Edit |
AgileDialogs !
UserSynch I agilepointapservice
Remove |
Assembly :

Ascentn.Crm. Security

Gonfigure |

Class Name :

Ascentn.Crm, Security. XRMSecurityConnector

AgilePoint Server License Information

Setting this means that this user (demo\apservice) can impersonate users in PES. This is used, for
example, to complete a task on behalf of the user that is completing the task in CRM.

This configuration can be shared between organizations or each organization can have its own
impersonator configuration.

To apply runtime security this Extension must have Ascentn.Crm.Security component registered as
Assembly. To do that click Add and in this window:

AgileConnector

MName :

ICR.MIntegraﬁcn

Impersonator : (AgilePoint registered user name)

IAGILEPDINT‘!,RPSEWi:e

Assembly :

Class Name :

Click the ellipsis button to select Ascentn.Crm.Security.dll:
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@ | . v AP - AglePointServer - bin - - ml Search bin

Organize *  New folder = - Eﬂ @

{ Favorites =l === |D -
B Desktop %] Ascentn. SharePoint. AgileConnector. dll 4.
1. Downloads %] Ascentn. Iberia. AgileScriptsActivities. di 7
] Recent Places %) Ascentn, Crm2011. Comman,dil &f
%) Ascentn.Crm2011. Activities.dl GI.J
7 Libraries %] Ascentn. Crm.UserSynch.dll 3f
@ DOCITIITIEHtS centn. Crm.Security. dll 5/]
él :icres %] Ascentn, Crm, Connectordll &f
E Videos || Ascentn. Crm.Common. dll af
%] Ascentn. Crm. AgileExtenders.dll aft
1M Computer | %] Ascentn, Crm. AgileDialogsConnector. di &f
£ Local Disk (C:) %] Ascentn. Crm. AgileDialogsActivities. dil 6f i
S EIR _'l_I

File name: | Ascentn.Crm.Security.dll =] |- Net Assembly File(.din ]

Open I

Cancel |

MName :

Impersonator : (AgilePoint registered user name)

Iagilepoint‘l,apseruice

Aszembly :
Ascentn.Crm. Security |

Class Name :

Ascentn.Crm. Security, XRMSecurityConnector j

oK Cancel

Click OK to save configuration.

Launching processes using AgileXRM CRM workflow activity

AgileXRM provides an activity to launch processes using a CRM workflow.
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=l
wies 1y Actions = o Help -

Process: Launch Account Working un sehulivn; Default Sululion
[ £ L Information

Enity [ t

Calegury [iwen

Crutiuns for Aulomatic Processes

Scope [tser =]

Statwhen: [ Record i created

[ Record status changes

™ Record it susignad

I~ Record fields change |:|

I~ Retord i deleted

Wait Constien

Creste Record
Update Record
savign Dazorg
Send E.mall
Start Chilid Workfine
Change Status
St Warkdlow
281 AGIEXRM Frocess |

Status: Deatt

ES

When this activity is used the AgileXRM workflow activity launches the process surrogating the user
provided by the CRM context. If the workflow is launched on demand, the user provided by the context
is the user that launched the workflow. When the workflow is automatic, the user is the owner of the
workflow.

When this activity is used, the user that the CRM context provides must have permissions to start
processes of the corresponding template.

2. AgileLightForms Security

In AgileLightForms (ALF) architecture, users connect to ALF Server (through CRM or SharePoint), and ALF
Server connect to CRM to retrieve forms, and any data source specified in form connections. Every data
source manager can implement its own security rules to access data.
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3. Connections from Client Browser to AgileLightForms Server

AgileLightForms user interface, either for designing forms or for using them, is implemented in
Silverlight that, in turn, is hosted in an ASP .NET Site (AgileLightForms Server), but end users do not

directly connect to ALF Server.

3.1 Form design

To design forms, users connect to CRM and edit AgileLightForms entities (ascent_agilelightforms). The
form for this entity in CRM embeds the ALF Form Designer.

/& AgileLightForms: Active AgileLightForms - Microsoft Dynamics CRM - Windows Internet Explorer

J 95 .41 Demo Creation Walkthrough...

AgilelightForms | View  Charts  Add

44 Microsoit Dynamics CRM

Sucgested Sites v 2 | Web Sice Gallery + || Portal 4(XRM | . | Demo Walkthrough - Home .4f Demo Walkthrough - XRM

John smith @
AgileXRM Demo Creation Walkthz. &

=18l
0 vs 83

Customize
¥ Activate E Share — » Export to Excel
= e (] = . & J gg U‘; =y Exp Eﬁ
.|Deactivate | -AF "0 3 Copyalink . — i 7 Filter
New Edit Connect Assign , Run Start Run Import Advanced
X Delete - {FlE-mailaLink . Workflow Dialog Report~ Datar Find
Records Collaborate Process Data
Settings G G agilelightForms: Active AgileLightForms ~ Search for records re)
4 Business

T | Hame

U Business Management ™ F4 case Management Adaitional Info

[ Templates
ES) Product Catalog ™ Fd case Management Review
OG=r ™ B4 Ticket Entry Form

[E] Administration
% Data Management
[5# system Jobs
L) Document Management 3
4 Auditing

4 customization
53 customizations 2
&7 solutions I

£}, Dynamics Marketplace

4 Process Center
T, Processes

4 Extensions

K agileLight

(] Workplace 1

5 Sales

(% Marketing

B service

[ settings 1-3 of 3 0 selected)

94 Resource Center Al £ A B C D E

Figure 1 - Opening AgileLightForms Designer

| Category
AgileXRM Dema
AgileXRM Demo
AgileXRM Demo

| Created On |
7/11/2011 6:39 PM
7/11/2011 6:10 PM
7/11/2011 5:42 PM

L]

> B ML 03 2100 PUD B | o
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%257b61EB6166-D - Windows Internet Explorer
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£ http:/ {as0Br2:5555 7etc=10001&extrags="%3f_oridType%3d10001%26etc%3d10001%26id®
48 Microsoft Dynamics CRM
M| sgictigntForms | Add Customize AgileXRM Demo Creation Walkths., &
=
—q IRysave & New Jad Sharing + .‘
E & 354 Deactivat @- Fhc Link @ B ’
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Lt Closed Activities
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@ Workflows ALF Server)
Embedded in IFrame

Dialog Sessions

Status

Figure 2 - AgileLightForms Designer
In order for a user to be able to design a form, that user must be able to open the form in CRM, so form

designers have to be CRM users that have permissions to manage AgileLightForm entities.
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3.2 Form usage

Form usage is different depending on whether forms are stand-alone forms or are embedded in CRM

activity forms.

3.2.1 CRM Forms

End users use CRM Activity (Task, Phone Call, Fax...) forms by opening the associated CRM Activity Form

directly in CRM.

i Microsoft Dynarmics CRM First name Last name @
Activities | View  Charts  Customize Demo Walkthrough &
@ [ E-mail B Fax & b Eait 55k Cancel = M . ldsShare ~, = E f? [x» Export to Excel ﬂﬁ
£ Phone Call ZgAppointment . 1 - X Delete - 27 Set Regarding ] 570 Ea Copyalink . @ G Ll 7 Filter
Task Mark Add  Connect Addto Assign Run  Stat  Run Import Advanced
Letter £ senvice Activity Complete Note Queue ‘@ E-mailaLink . Workflow Dialog  Report~ Data~ Find
New Records Actions Include Collaborate Process Data
Workplace | & | Gz~ (Gt Started with Activities
An acthvity is something you need to do, such as a task, phone call, or e-mail message
4 My Work
&2 Dashboards 1. Import & Export 2. Use 3. Modify & Manage
(5 Adtivities B ||+ Import from Files & About Different Activities 4 Create Custom Views
[E8] calenda = a2 & Abaut Importing & About Sharing & Assigning
3 Imports Overview video + Export to Excel + Customize Activities
2 Duplicate Detection \2 .
& Queues
[ Artictes Activities: My Activities ~ [search for records e
2] Reports
& Announcements Due:  [an Bl
4 Customers ™ | ActivityType | Subject | Regarding | Priority | start Date | Due Date = 2
[ Accounts & Task Review Case: The new server is 1oo slow gl The new servi High 7/2/2011 10:49 AM 7/2/2011 10:49 AM
|83 contacts

7

LR 213 Maga 0] esey I By | A

1-10f1 (0 selected)
Al A

#

W 4 Pagel b

Figure 3 - Opening a CRM Activity Form

Page 41 of 51

BTg AGILEXRM

o4 -AG

ILEPOINT

the power of smart process



AgileXRM Reference Architecture

DOCID: 12111-RFA-1.0
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48 Microsoft Dynamics CRM

7etc=42128extraqs=%3f_gridType%3d4200%26etc%3d42129
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E | :l (G save & New g t] 4 To Case @ E fal Sharing -
X Delete s 7 Promate to Response - (% Copy a Link CRM Activity Form (served by CRM
Mark Save Save & Attach  Add Close To Connect Add to Queue ltem Assign Sewe[)
Complete Close File MNote  Task Opportunity -+ Queue  Details 3 E-mail a Link
Save Include Adtions Convert Activity Collaborate
=
Information Task V Activities “lale
Review Case: The new server is too slow
Task
Notes
Related
4 Common

Connections
|4 Audit History

4 Processes
(g workflows
Dialog Sessions

AgileLightForm (served by ALF Server)
Embedded in IFrame

- Task
Subject™ Review Case: The new server is too slow | =
Activity Status Open

Figure 4 - AgileLightForm embedded in a CRM Activity Form
For a user to be able to use an AgileLightForm embedded in a CRM activity, that user has to have
permissions to open that activity, so this kind of forms can only be used by CRM users. This makes sense,

given that these forms are embedded inside CRM forms.
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3.2.2 External Forms

For external task forms (forms to either launch a new process or complete a manual task), end users
navigate to forms using the AgileXRM WebParts in SharePoint. These WebParts redirect the user to the

appropriate page in ALF Server.

AgilePoint VPC
@& AgilePoint vPC
i AgilePoint Process Templates | Expense Report

Welcome Administrator = | My Site | Mylinks ~ | @

This Site: AgilePoint VPC

- 5

View Al Site Content
Sites

Sample AgilePoint Site
AgilePoint Process Model List

= AgiePoint Process

ascentn -
AGIL=ZPOIN

T

Fg Initiate New Process.

» AgieCRMDemo

Agil List

= Prueba

|e | YFilter | s{Initiste New Process |+ | Group by: Nene
Lists

~ | Global Actions -

= Calendar

= Expense Report KPL

People and Groups.

&) le
] Recycle Bin AgilePoint Task List

Template Process Name Status Started Date
AgileLightFormsDev  AgileLightFormsDev 6/25/2010  Running 6/25/2010
30:42 PM 4:39:48 PM

2! | Frilter | Sort By: Mone + | Group by: None + | Global Actions =

6/25/2010 4:33:42  Task

Priority Template Process Name Task Assigned To Department Due Date
il AgileLightFormsDev AgileLightFormsDev  External  Administrator

Templates |e | HFilter | Sort By: None + | Group by: None -
Documents Links -
= AgilePoint Reports Template Application o AgilePoint Enterprise Manager
. o
= Excel Dedision Table

E Add new link

Figure 5 - Opening a Start-up AgileLightForm from an AgileXRM WebPart in SharePoint
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Figure 6 - Opening an External Task AgileLightForm from an AgileXRM WebPart in SharePoint
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= External Form (served by ALF Server)

Ticket Information | Attachments /

Overview

Tide " | The new server s toa slow

Is it a laptop?

Support Comments

Additional Info

H_s Submit |

Figure 7 - External AgileLightForm opened from an AgileXRM WebPart in SharePoint
Forms that are opened from AgileXRM WebParts in SharePoint can be opened by any AgileXRM user
that has successfully logged in to the AgileXRM site.

4. Connections to CRM Server from AgileLightForms Server

The account used for the ALF Application Pool in IS must be a CRM user that is a member of the
PrivUserGroup Active Directory User Group, so it can impersonate other CRM users.

That account has to also be able to read AgileLightForms entities (ascent_agilelightforms).

Apart from those two basic permissions, if forms are configured to use System Permissions (see below),
this account has to be able to read and write entities as needed by those forms.

4.1 Form Storage

Forms are always read using the credentials of the account used in the ALF Application Pool. That is why
this account has to have permissions to read AgileLightForms. The reason for this is that forms have to
be read even for external users, so no impersonation can take place.

Also, this saves the burden of granting read permissions to forms to all potential form users, and also
avoids their reading form templates, which could impose a security risk.

On the other hand, when designing forms, ALF impersonates the form designer, that has to be a CRM
user with permissions to create and update forms.

The rest of connections to CRM, either in design-time or in run-time, will be done using a CRM
Connection object in the form template.

4.2 Connections with credentials

If the CRM connection in the form template has credentials (at least a user name is specified), those
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credentials are used both in design-time and in run-time.

4.3 Design-time connections without credentials

If a connection to CRM related to a CRM connection without credentials is done in design-time, ALF
impersonates the form designer. So, Form designers must have access to metadata. Also, if a Lookup

window is opened to search for a default value for an attribute, only entities visible to form designer will
be retrieved.

AgileLightForm: Start

Gx Information
General | MNotes
Name * | owner* £ system Administrator =

Category \ |

New Entity (New Case (incident)) - Customer (customerid)

Look for: IBAcmunt vl ‘ Ii]

Account Name Account Numk Primary Contact

D Dell

|

] { DRemove l Recover

1 -

Figure 8 - Lookup Window opened in Design-time to set a Default Value for an Attribute
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4.4 Run-time connections without credentials

In run-time, when a connection to a CRM server has to be established, the credentials used for that
connection depend on the Permissions configured for the form, and also the Permissions configured for
the process template.

B AgileXRM Form

Case - Customer

Look for: l@Acuﬂunt -I ‘ IEI

Account Name Account Numk  Primary Contact

[| Dell

Dcancel H ‘@jRemove Value

Figure 9 - Lookup Window opened in run-time (only display names are shown on title) to set an Attribute Value

4.4.1 Connections with Process Template Permissions

When Form Permissions are set to “Process Template”, Process Template Permissions are used. Process
Template Permissions can be “System”, “Owner” or “Process Initiator”, and form will behave as if
“System”, “Process Template Owner”, or “Process Initiator” Permissions had been chosen directly in
form template (see below).

o J

| E1e | ][]

Figure 10 - Form configured to run using Process Template Permissions
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4.4.2 Connections with System Permissions

When Form Permissions are set to “System” (or Form Permissions are “Process Template” and Process
Permissions are “System”), no impersonation is done. That is, all access to CRM will be done using the
credentials of the account of the ALF Application Pool. If this mode is used, that account should be
granted all necessary permissions.

iestion —

iry Satis

- Submit
Q

=

Figure 11 - Form configured to run using System Permissions

4.4.3 Connections with Form User Permissions

When Form Permissions are set to “Form User”, the user of the form is impersonated. This restricts the
use of that form to CRM users, so it should be used in CRM Activity Forms only. This is the only case in
which different users can see different data when accessing the same task (in this case, the same CRM
Activity).

Submit
|

i

Figure 12 - Form configured to run using Form User Permissions

4.4.4 Connections with Process Template Owner Permissions

When Form Permissions are set to “Process Template Owner” (or Form Permissions are “Process
Template” and Process Permissions are “Owner”), ALF impersonates the process template owner, i.e.,
the owner of the AgilePointProcessTemplate (ascentn_agilepointprocesstemplate) entity that
represents the process template.

= Type =

isfactior
Submit

| Permissions "_\ Process Template Qwner

Priority

Figure 13 - Form configured to run using Process Template Owner Permissions
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4.4.5 Connections with Process Initiator Permissions

When Form Permissions are set to “Process Initiator” (or Form Permissions are “Process Template” and
Process Permissions are “Process Initiator”), ALF impersonates the process instance initiator. Special
care should be taken to make sure that forms configured with “Initiator” permissions are initiated by
CRM users. Otherwise, they will fail if they access CRM.

[ﬁ Clean J
u &/ Form
Title
[
Submit
N
s

Figure 14 - Form configured to run using Process Initiator Permissions

5. Connections to AgilePoint Server from AgileLightForms Server
Connections to AgilePoint from ALF Server are always related to an AgilePoint Connection in a Form
Template.

5.1 AgileLightForms Connector

AgileLightForms relies on an AgilePoint connector to enforce security in its connections to that server.
As all AgilePoint connectors, AgileLightForms connector can be found in tab Extension of AgilePoint
Server Configuration application.

AgilePaint Configuration

% 1T
System . Extension L‘Workcalendar

&

ApForms
XRMProcessViewer
Crmintegration IADFurms Add
CrmCannector

SPSIntegration Impersonator: (AgilePoint registered user name)
AgileDialogs

Name :

Edit |

Remove

| agilepoint\apservice

Assembly :

Ascentn.Crm.Security

Configure

Class Name :

Ascentn.Crm. Security. XRMSecurityConnector

P—

Figure 15 — AgileLightForms Connector in AgilePoint Server Configuration

The name of the connector is ApForms, and the impersonator must be the account of the
AgileLightForms Server Application Pool. This way, AgileLightForms Server will be allowed to
impersonate other AgilePoint users.

The connector itself is in the Ascentn.Crm.Security assembly, and has no configuration parameters.
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5.2 Connections with credentials

If the AgilePoint connection in Form Template contains credentials (that is, contains at least a user
name), those credentials are used for all connections to AgilePoint.

5.3 Connections without credentials

Most actions done through AgilePoint connections without credentials are executed under the
permissions of the account of the ALF Application Pool. So, this account has to be a valid AgilePoint user.
On the other hand, the Complete Work Item Submit Action impersonates the user that is trying to
complete the work item (that has to match the user the work item is assigned to).

6. AgileDialogs Security (only for CRM 2011)
There are several aspects of communications to take into account for AgileDialogs:
e Access from AgileDialogs Engine to PES.
o Access from AgileDialogs Engine to XRM Server.
e Access from PES to AgileDialogs Engine.
e Access from Users navigator (IE, Chrome, Safari or Firefox).

AgileDialogs (Only CRM 2011)

AgileXRM Components
XRM Server 2011

Process Engine Server

/4
~

(i

77

WCF (HTTP)—,

Web Service

—

WCF (HTTP)
Web Service

User
(IE, Firefox,...)
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6.1 Access from AgileDialogs Engine to PES

There are two modes of access from AgileDialogs Engine to PES:
o Web Service.

e  WCF using HTTP binding.

6.1.1 Web Service Access

AgileDialogs connects to PES using web services to get information about processes, tasks,...
This connection is done using the credentials of the application pool where AgileDialogs Engine is
installed.

6.1.2 WCF using HTTP Binding

This method of access is used to start dialogs, complete steps or pages and do rollbacks in AgileDialogs.
AgileDialogs Engine acts a subscriber in a publisher-subscriber pattern where PES is the publisher.

The configuration for this communication is in web.config files in PES application and in AgileDialogs
application.

This WCF configuration should not be changed unless specific behaviors (due to firewall rules, for
instance) are needed.

AgileDialogs Engine calls a service in this address:

Error! Hyperlink reference not valid.

This service is configured to use HTTP binding with NTLM Authentication Scheme.

6.2 Access from PES to AgileDialogs Engine.

PES acts as a publisher of events related to AgileDialogs processes, when an event that affects the
Dialogs Engine is raised, PES calls the corresponding AgileDialogs Engine to notify the event.

This call uses a service exposed by AgileDialogs Engine in this URL:
http://<YourServer>/AgileDialogs/NotificationReceiver/NotificationReceiver.svc

This call uses HTTP binding with Anonymous authentication scheme.

6.3 Access from AgileDialogs Engine to XRM Server.

Several AgileDialogs features require retrieving data from XRM repository to be used in dialogs.

This data is retrieved using web services calls to XRM Server.

The credentials used to connect to XRM Server are the credentials configured in the process template:
Owner, System or Process Initiator. The behavior is the same that for AgileXRM processes. The idea is
that connections to CRM to retrieve options for combos, records for grids, ... are made on behalf of the
owner of the process, the dialog initiator or the system account (in this case the user of the application
pool in AgileDialogs).
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